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A SHIFT TOWARDS AN INTELLIGENT WORLD - 01

In the past decade or so, businesses and

individuals have realized tremendous
progress and interest in artificial intelligence
(Al) and machine learning technologies.
This fact has led to the development of
intelligent critical applications in different

industry sectors.

At the same time, communication and
computing technologies have leveraged Al
to develop systems relied upon for essential
Such

of game-theoretic

cybersecurity services. include the

development models
applied in understanding dynamic security
patterns, reasoning, and planning methods to
assist uncover unidentified attacking paths,
and machine learning implemented in
security tools for intelligent malware or
intrusion detection. The need for such
systems is due to the pervasive nature of
cyber-attacks, as indicated by the following

statistics.
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However, the development of Al-enabled systems

presents companies with serious security

concerns. A whitepaper published by Huaweli
indicates that Al technologies, such as image

recognition, voice recognition, and natural

language processing, pose a significant impact on
information security. Fortunately, security experts
can leverage the same technology to develop
defensive systems such as malware and network
attack detection.! Addressing the concerns can

enable enterprises to identify early, thus

managing them to protect systems, data, and

network integrity, confidentiality, and

availability.

HIGHLIGHTS

Passive Nature of Cyber Attacks Stats.

€ Users cannot detect 35% of attacks by
antivirus solutions since they are file-less

€ At least 40% of all industrial sites can
connect to the internet

€ At least 49% who are victims of successful
attacks are targeted again in less than one
year

€ 84% of organizations have at least one
device that can be accessed remotely
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CURRENT CYBERSECURITY TOOLS WITH Al - 02

Currently, cybersecurity vendors equip tools used
for detecting and identifying anomalies with
artificial intelligence and machine learning. A recent
research found that Al solutions use artificial
intelligence in detecting and predicting information
security threats and anomalies and blocking them.!

For example, where a company has a large
workforce, it might be challenging to use access
control lists to provide various users with different
access privileges. There might be instances of
unauthorized access. Therefore, vendors train
security models to establish specific events where
user access can be acceptable or flagged as
malicious. This is often through a supervised binary
classification, where tools use historical accesses to

create documents or file descriptors for each user.

Massive user
Acess Control
List

Artificial
Intelligence

ML-Based Phishing
Security Attack
Scanners

Figure 1: Al-Based Cybersecurity Capabilities
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Also, artificial intelligence is used in the
identification of phishing attacks. Al-enabled
email filtering systems are used to determine
the authenticity of incoming messages and
attachments, which can be an almost
impossible task for humans. For example, a
message may contain easy to forge branding
names and logos associated with an
organization. Such can trick a user into
opening, thus introducing malware or
spyware to the victim’s computers. Intelligent
filtering systems can identify forged brand
components by comparing the email’s
signature or source to public keys or official
domains of the real brand.

Ai is used to create security scanning
platforms with machine learning capabilities.
Usually, such platforms are developed using
vast data amounts collected from different
endpoint sensors. Cybersecurity vendors
deploy ML models in the systems to enable
them to continuously learn from new data.
The data analysis results provide valuable
insights that businesses and individuals use to
prevent, hunt, detect, and deter attacks.
Cybersecurity solutions developers deploy
machine learning models in different scopes,
among them being endpoints, bulk data, and
graph data.
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SECURITY ISSUES IN AI-ENABLED AND ML

ALGORITHMS - 03

As organizations adopt more systems with

artificial intelligence, the systems are
becoming more critical in supporting daily
business operations. Some of the large
corporations have already, or planning to
adopt business and security models heavily
dependent  on artificial intelligence
technologies. In spite of the functions or
processes such systems provide, they contain
inherent vulnerabilities. They also pose a risk
from accidental or intentional adversarial
threats. Besides, compromised Al-enabled
systems will make decisions based on flawed
data, resulting in unexpected and dangerous

outcomes.

T raining Phase

Testing Phase

Hackers can attack Al-based systems across three
development phases. These are during the training
phase, which involves training a model with various
data sets, during model cross-validation, and in the
testing phase. Some of the potential cyber-attacks
include evasion attacks, where cybercriminals adjust
their characteristics to cause the system to
misclassify, such that the adversary can evade
detection. Also, data poisoning are methods used to
modify the training data such that once a model is
trained, it is weakened or flawed, thus incapable of
providing sufficient security. The research and
development community has categorized attacks
targeted at ML systems as black box or white box

attacks.

AT—-Based Systems Attack Areas

Model Cross—
wWalidation Phase

Figure 2: Al-Based Systems/Algorithms Attack Areas
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The former is where an adversary has knowledge regarding the training data for developing ML
algorithms, and in the latter, attackers use outputs to infer the Al model.

Furthermore, less acknowledged risks in Al cybersecurity systems is the human element. Companies
that adopt Al security tools and processes might cause the security personnel to entirely depend on the
systems. This introduces multiple risks since the training data used to create the system can be
compromised and modified, allowing attackers to enter and leave the network at will. Unaware and
complacent employees expose a company to many security risks. Therefore, before adopting any Al-
enabled systems, organizations should first raise security awareness regarding their usage.

ADDRESSING THE ISSUES TO ENHANCE RISK

REDUCTION EFFORTS - 04

Addressing the above-mentioned concerns

can provide organizations with effective tools
and processes for reducing cyber risks. Al
provides essential advantages applied across
multiple staged in the identification,
prevention, and response to attacks. For
instance, organizations can use predictive
analytics to anticipate and monitor threats.
This ensures early identification of
adversarial risks, enabling a company to
deploy controls and measures for preventing

attacks.

On the other hand, classification and
clustering can be wused in automating
processes used to infer or prioritize risks and
vulnerabilities, to assist in deflecting attacks.
As malicious actors attempt to execute
attacks, the extracted information is used in
characterizing the attacks. Al-systems with

machine learning train using the data, ....
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thus ensuring similar attacks can be identified

and prevented.

Moreover, Al allows the creation of
optimization and planning tools. They are
used in automatic incident response since
they recommend a course of action depending
on the nature of the attack. As such, attacks
can be contained in their early changes, which
reduces the risks of spreading to other

connected systems and networks.

Last but not least, quick response time is vital
to effective risk management and protecting
organizations from attacks. Through using
secure Al security systems, companies can
minimize the time used to identify and
respond to threats and risks by 12%.!
Moreover, artificial intelligence minimizes
the time taken to remediate a cyber-attack or
data breach. Such quick responses protect
valuable data and IT assets from devastating

attacks.
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SUMMARY

Most organizations count on artificial intelligence systems to bolster their cybersecurity operations. Al
provides solutions such as overwhelmed cybersecurity analysis processes, identification of critical
threats such as file-less attacks, and quick response to attacks and breaches.

However, the same Al is a new frontier which adversaries use to execute attacks and penetrate secured
networks. As much as implementing Al solutions is deemed the most suitable approach to ensuring
optimum security, it also introduces the aforementioned risks, which further complicates the efforts of

security risk management.

To this end, CXPORTAL provides cyber-security professionals with vast expertise in addressing
security concerns brought by the adoption of artificial intelligence technology. Therefore, it is prudent
for companies in all industries to seek expert assistance on Al deployment, addressing security risks and
threats resulting from the technology, and how-to better leverage Al for enhanced risk detection and
management. There is a 24/7 support staff waiting to provide any assistance through the CXPORTAL

website.

About CXPORTAL

CXPortal is your award-winning SAP Commerce Cloud and Data Science digital
transformation Implementation partner, CXPortal is specialised in Innovating business
strategy, design and development of digital products, digital platforms engineering and data

science solutions.

CXPortal Leverage Artificial Intelligence, Machine Learning Algorithms, Deep Learning
Models, and big data Analytics to unlock and scale your business data, and optimising the
operating model for exponential business impact.
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To learn more

Website: www.cxportal.com Get a free Demo



https://www.cxportal.com/#eluide070b804
https://www.cxportal.com/#eluide070b804

